
Protected Routes

Resource Permissions

Role-Based Access Control

User Roles

Anonymous
No Authentication

User
Free Tier

1 Active Session

Trader
Paid Subscription

10 Active Sessions

Expert
Paid Subscription

30 Active Sessions

Admin
Internal Role

Unlimited Sessions

Public Access
No Auth Required

Authenticated Access
Any Logged In User

Subscription Access
Trader or Expert

Admin Access
Admin Role Only

Own Resources
User Owns Resource

OR Admin

Session Limits
Based on Role

Admin Resources
Admin Only

Auth Routes
Login, Register, Refresh

User Routes
Profile, Settings

Session Routes
Create, View, Manage

Position Routes
Open, Close, Update

Subscription Routes
View, Manage

Admin Routes
User Management, 
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